50

else:
break
return (count)

def phi(p, g, nu):
while p * 2%%nu > q:
p=p// 2
return (p)
#-——— 1. Main

for k in range(N):

P = (p+tq) *x*2
q = 2% *mu *q**2

str_p = gmpy2.digits(p, 2)
str_p = str_p[0:ndigits]
p = gmpy2.mpz (str_p, 2)

str_g = gmpy2.digits(q, 2)
str_g = str_qgl[0:ndigits]
g = gmpy2.mpz(str_qg, 2)

old p =p
p = phi(p, g, nu)

old_nmatch = nmatch
nmatch = count_matching_prefix_chars(str_p, str_1lim)
old_newdigits = newdigits
newdigits = str_plold_nmatch:nmatch]
pair = (old_newdigits, newdigits)
update_hash (hash_pairs, pair, 1)
x = p/q
update_hash (hash_newdigits, newdigits, 1)
if k % 1000 ==
print ("New digits:", k, nmatch, newdigits)

#--- 2. Summary results

print ("\n\n")
hash_newdigits = dict (sorted(hash_newdigits.items (), key=lambda item: item[l], reverse=True))
cl = 0 # counts digits equal to 1
cO0 = 0 # counts digits equal to 0
for key in hash_newdigits:
noccur = hash_newdigits[key]
cl += noccur % key.count(’1’
cO0 += noccur = key.count (’0’
print ("New digits hash summary:",cO, cl, noccur, key)

print ("\n\n")
hash_pairs = dict (sorted(hash_pairs.items (), key=lambda item: item[1l], reverse=True))
for pair in hash_pairs:
cnt = hash_pairs[pair]
if cnt > 5:
print ("Pair:", cnt, pair)

5.5 Correlated bit strings: seminal result and applications

So far, I looked at individual digit sequences separately. Now I focus on comparing sequences, and more specifi-
cally, identifying cross-correlations (or their absense) to build other tests of randomness, and with cryptographic
applications in mind. Let = € [0, 1] be a real number. Its digits dy, d1 and so on in integer base b > 1 are obtained

using the following recursion:
Ty = {bxp_1} = {020}, dy = |bx,] (5.28)

where g = . The brackets {-} denote the fractional part while |-] denotes the integer part function. If x is a
normal number, the lag-k autocorrelation in the sequence (z,), that is, the correlation between the sequences
(z,) and (z,41), is equal to b=*. However, the autocorrelations of any lag in the digit sequence (d,,) are all
zero. See section 3.2 entitled “Probabilistic properties of numeration systems” in [14]. Correlation should be
interpreted as the limit of the empirical correlation based on the first n terms in the sequence, as n — co. The
limit exists if x is a normal number. For the exact formulation and computation, see the code section 5.5.2.
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A less well-known result is the following.

Theorem 5.5.1 If x > 0 is a normal in base 2 and p,q are odd coprime positive integers, then px,qx are also
normal in base 2. The correlation between the binary digits of px and qx is equal to

1
p(pfc,qw) =—= p(w, @) = p(x, ]ﬁ) (5.29)
Pq P q

Proof
As a starting point, it is easy to show that for two normal numbers x, y, the correlation between their binary
digit sequences (dg(x)) and (di(y)) satisfies

n—1
4
po(@y) = =1+ = dr(@)di(y) — p(x,y), asn— oo, (5.30)
k=0

Also, a normal number multiplied by a non-zero rational is normal in the same base (Wall’s theorem, 1949;
see also [9]). Thus, the binary digit distributions of z, px and gx have the same mean % and same variance i.
Not all the equalities in (5.29) need to be proved separately, as we have trivial equivalences, using a change of
variables preserving normality, and the fact that p(-,-) is symmetric. For instance, thanks to the substitution

x — x/p, we have
1 qx 1
p(prv,qw) =— = p(fa*) =—.
pq p pq

Also, by a symmetry argument, swapping p and ¢, we have:

1 1
o(n ) =L e p(n 22y = L
q bq p pq

A proof that p(z,pr/q) = (pq)~! was first published by William Huber on CrossValidated.com in 2019, see here
and here. The proof assumes that the binary digits of x are randomly distributed as an infinite Bernoulli trial
with 50% of 0 and 1, a stronger assumption than normality in base 2 |

Now, if z is a normal number, « # [ are positive integers and p, g are odd coprime positive integers, then we
have the following (the proof is left as an exercise):

2%pax, 28qz) = 0. 5.31
p

I now can state and prove the following deep result with important implications, for instance the fact that the
binary digit sequences of v/2 and v/3 are uncorrelated, that is p(V2, \/?:) = 0, if both are normal numbers.

Theorem 5.5.2 Let x,y be normal numbers in base 2, linearly independent over Q. Then p(x,y) = 0.

Proof

Linear independence over Q means that if cx = Sy for some integers «, 5, we must have « = 5 = 0. There are
infinitely many pairs of sequences (), (8¢) such that y; = ayz/B; — y as t — oo, with g, 8; being positive
odd coprimes for all t. By virtue of theorem 5.5.1, we have

1
z, = —.
p(x, yt) o

As t increases, the number of identical digits on the left in 2 and y; increases, and thus p(z,y:) — p(x,y). At
the same time, oy, By — oo because there is no rational number r such that = ry due to z,y being linearly
independent over Q. Thus, p(z,y) = 0. |

Formulas (5.29) and (5.31) lead to a new test of randomness. For instance, to check if the binary digits of a
number z are random enough, you first compute A, (p,q) = pn(pz,gx), the empirical correlation on the first n
digits, for various values of n, p,q. Then run N simulations, replacing the digits of z by N sequences of random
bits. Now let L, (p, q) and U, (p, q) be the lower and upper correlations computed over the N samples with fixed
D,q. I A\n(p,q) ¢ [Ln(p,q), Un(p, q] far more often than expected by chance, then the digits of  are presumed
non-random. Also, if for some p, g, the value (pg) ! is not within these two bounds, it means that your random
number generator is defective.

Theorem 5.5.2 is particularly useful in the context of strong PRNGs (pseudo-random number generators),
with applications to cryptography where replicability is mandatory, or to test the strength of other PRNGs.
In particular, the PRNG discussed in section 4.4 in [14] relies on a large number of quadratic irrationals: the
square roots of square-free integers. Random bits are generated by
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e choosing (say) 10% such numbers,
e for each of them extracting 10* binary digits starting at a random location in the digit expansion,

e then concatenate all the collected digits to produce 10'° random bits.

This PRNG offers up to 10° distinct seed pairs. Each pair consists of (1) a square-free integer and (2) the location
or index where the binary digit sequence must start in the associated quadratic irrational. Then theorem 5.5.2
guarantees that the 10% digit sequences are uncorrelated, if the underlying square root numbers are normal.

5.5.1 Autocorrelations in related sequences

The sequence z,, = {f+xn_1} = {fn+ o} where 8 > 0 is an irrational number, behaves very differently from
that defined by (5.28). Again, the n-th “digit” in base b is defined as d,, = |bz,,]. Now the invariant measure is
unique and applies to all xy. Again, it is the uniform distribution on [0, 1], but the k-lag autocorrelations are
much stronger and do not decay as k increases. Likewise, the digits have strong long-range autocorrelations, a
big contrast with (5.28) where they are uncorrelated. This generalizes to the sequence z,, = {n’}. For details,
see [27].

5.5.2 Python code

Now I share my Python code to compute the correlation between the binary digits of px and gz, where x is a real
number in [0, 1] and p, ¢ are positive integers, coprime or not, odd or even. The function vg_correl computes
the digits backward with carry-over and returns the correlation, while gmpy2_correl uses the gmpy2 library
to compute the correlation between the digts of 2 and those of pz/q. The code is also on GitHub, here.

The current version of gmpy2_correl has a bug caused by w_of fset not correct when p > q. For instance,
gmpy2_correl (z,p, 1) and vg_correl (z,p, 1) should obviously return the same correlation equal to 1/p,
but only the latter does, due to digits misalignment in the former when p > ¢ (in this example, ¢ = 1).

Compute binary digits of X, pxX, g*X backwards (assuming X is random)
Only digits after the decimal point (on the right) are computed
Compute correlations between digits of p*X and gxX

Include carry-over when performing grammar school multiplication

S 4

import numpy as np
import gmpy2

kmax = 10000000

ctx = gmpy2.get_context ()

ctx.precision = kmax

ndigits = ctx.precision

z = gmpy2.sqgrt (2) # in the article, z is denoted as x

# main parameters

seed = 195

np.random.seed (seed)

# p, g odd integers, coprime
p =3

g =5

def gmpy2_correl(z, p, 9):

# correl b/w binary digits of z and pz/g (needs p < q)
zstri = gmpy2.digits(z, 2)[0] # get binary digits of z as a string
zoff = gmpy2.digits(z, 2)[1]

w = gmpy2.mpfr (zxp) /gmpy2.mpz (q)

woff = gmpy2.digits(w, 2)[1]

w_offset = 70’ x (zoff - woff) # works only if p < g
wstri = w_offset + gmpy2.digits(w, 2) [0]

prod = 0
for k in range (kmax) :
dl = int (zstrilk])
d2 = int (wstriflk])
prod += dlxd2
correl = 4xprod/ (k+1) - 1
if k % 100000 == 0 and k > 100:
checksum = correl » p * q # should be close to 1
print ("gmpy2> k: %7d correl: %9.7f check: $9.7f" % (k, correl, checksum))
return (correl)
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def vg_correl(z, p, q):

# correl b/w binary digits of pz and gz
mode = 'constant’ # options: ’random’, ’constant’

# local variables
zstri = gmpy2.digits(z, 2)[0] # get binary digits of z as a string
X, pX, gX =0, 0, O
di, d2, el, e2 =0, 0, 0, O
0

prod, count = 0,
suml = 0
sum2 = 0

# loop over digits in reverse order
for k in range (kmax) :

# b is a digit of X

if mode == ’'random’ :
b = np.random.randint (0, 2)
else:

b = int (zstril[kmax—-k-1]
X =Db + X/2

cl = pxb

old_dl = di

old_el = el

dl = (cl + old_el//2) %2 # digit of pX
el = (old_el//2) + cl - d1l

pX = dl + pX/2

c2 = gxb

old_d2 = d2

old_e2 = e2

d2 = (c2 + old_e2//2) %2 #digit of gX
e2 = (old_e2//2) + c2 - d2

gX = d2 + gX/2

prod += dlxd2
count += 1
suml += dl
sum2 += d2

meanl = suml/count
mean2 = sum2/count
stdl = (meanl % (1 - meanl))**x0.5
std2 = (mean2 * (1 - mean2))*%0.5
covar = prod/count - meanlxmean2
if count > 100:
correl = covar/ (stdlxstd2)
else:
correl = 0
#correl = 4xprod/count - 1
if k% 100000 == O:
checksum = pxgxcorrel # should be close to 1
print ("vg>k = %$7d, correl = %9.6f checksum = $9.6f" % (k, correl,

print ("\np = %3d, g = %$3d" %(p, 9))

print ("X = %$12.9f, pX = %12.9f, gX = $12.9f" & (X, pX, aX))
print ("X = %12.9f, p*X = $12.9f, gxX = $12.9f" & (X, p*X, g*X))
print ("Correl = %7.4f, 1/(p*q) = $7.4f" % (correl, 1/(p*q)))
return (correl)

#--— Main

correll = gmpy2_correl(z, p, 9)
correl2 = vg_correl(z, p, q)

checksum) )
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